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FM : Financial Managment System.
P: Procurment Managment System.
PM: Project Managment System.
CIP: Capital Investment Plan.

DAD: Donor Assistance Database .
I: Indicators.
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Vendors

DFIM: Director of internal monitoring

Supreme Audit Board

Office of inspector general

Business intelligence S/W

Economic committee of
the Cabinet

E-Procurement S/W

Ministry / Department
Independent Commission
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4- Centralized Technical Committee
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Job Description - Chief Information Officer

Government of Irag
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e-Gov Committee Secretariat

Government of Iraq
e -Governance National Steering Committee

Job Description - Chief Information Officer

POSITION PURPOSE

The Chief Information Officer (CIO) of a Government of Irag shall be
responsible for—

Providing advice and other assistance to the Minister and other senior
executive and management personnel of the Ministry to ensure that
information technology is acquired and information resources are
managed for the Ministry in a manner that implements the policies and
procedures of the Ministry, consistent with the priorities established by
the Minister.

Developing, maintaining, and facilitating the implementation of a sound
and integrated information technology architecture for the Ministry in
conformance with Government of Irag Enterprise Architecture
guidelines.
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Promoting the effective and efficient design and operation of all major
information resource management processes for the Ministry, including
Improvements to work processes of the Ministry.

e Assess the requirements established for Ministry personnel
regarding knowledge and skill in information resources
management and the adequacy of such requirements for facilitating
the achievement of the performance goals established for
information resources management within the Ministry.

e Assess the extent to which the positions and personnel at the
executive level of the Ministry and the positions and personnel at
management level of the agency below the executive level meet
those requirements;

¢ In order to rectify any deficiency in meeting those requirements,
develop strategies and specific plans for hiring, training, and
professional development; and

e Report to the Minister on the progress made in improving
information resources management capability
The Chief Information Officer (CIO) is accountable for directing the
information and data integrity of the Ministry and its groups and for all
Information Technology functions of the Ministry. This includes all data
centers, technical service centers, production scheduling functions, help
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desks, communication networks (voice and data), computer program
development, and computer systems operations. The CIO is responsible
for maintaining the integrity of all electronic and optical books and
records of the enterprise.

The CIO reviews all computerized and manual systems; information
processing equipment and software for acquisition, storage and retrieval,
and defines the strategic direction of all information processing and
communication systems and operations for the Ministry. He or she
provides overall management and definition of all computer and
communication activities within the Ministry, including responsibility for
providing a leadership role in the day-to-day operations of the
Information Technology functions as well as providing direction as the
Ministry grows.

The CIO interacts with the Ministry’s executive management team to
monitor and validate the Ministry’s compliance with its security policies.
In addition, the CIO works closely with the Chief Security Officer of the
Ministry if one is appointed.

PROBLEMS AND CHALLENGES

The major challenge for the CIO is managing the information technology
affairs of the Ministry while balancing technological and operational
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needs within the Ministry’s budgetary constraints. This position requires
time management skills in directing a variety of projects in addition to an
understanding of the ways in which information technology can be
applied within the Ministry. The position requires
supervisory/management experience and the flexibility to deal with
people at a variety of levels; internally - (The Minister, Ministry staff,
advisory boards, the National CIO Council, finance staff, other senior
executive staff), and externally - (auditors, customers, vendors, and
industry associations).

ESSENTIAL POSITION FUNCTIONS

Principal Accountabilities

e Prepares enterprise objectives and budgets to facilitate the
orderly and efficient capture, storage, processing and
dissemination of information.

¢ Interacts frequently with all Ministry Directorates on internal
and external operations that are impacted by the capture,
storage, processing and dissemination of information including
review and approval of all major contracts for services and
equipment in the Ministry.

e Prepares quarterly and annual reports on the operations of all
Information Technology operations of the Ministry.
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Develops and maintains statements of necessary policies and
procedures to assure proper documentation and communication
of necessary controls.

Monitors all information technology related security personnel
and vendors to safeguard the Ministry’s assets, intellectual
property and computer systems.

Develops and manages effective working relationships with
other Ministries, departments, groups and personnel with who
work must be coordinated or interfaced.

Assists in evaluating the staff of all Information Technology
functions.

Participates as a member of the National Chief Information
Officer Council.

Maintains external links to other Ministries to gain competitive
assessments, obtain benchmarking standards, and share
information, where appropriate.

Identifies the emerging information technologies to be
assimilated, integrated and introduced within the Ministry
which will significantly impact the Ministry.

Assesses leading-edge computing technologies to determine
potential value for the Ministry.

Provides a source of specialized expertise that can serve the
needs of other IT activities.
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Establishes a proactive organizational framework that supports
both end-user computing and IT professional computing with
proper balance to maximize benefits for the Ministry.

Manages a diverse group of information technology and
strategic planning specialists.

Provides Ministry-wide direction on the use of emerging
technologies for IT satellite and wireless operations.

Identifies programs to measure benefits, particularly
productivity-related, in order to insure value is being added
consistent with Ministry productivity goals.

Interfaces with external industrial and academic organizations
in order to maintain state-of-the-art knowledge in emerging
technologies and to enhance the Ministry’s image as a first-
class Government entity utilizing the latest thinking in this
field.

Monitors procedures to insure that, for potential information
technology projects of any size, a comparison is made of
internal development versus purchase.

Monitors the inventory of installed or planned-to-be installed
Information Technology.

Identifies and monitors the set of standards that establishes:
Mandatory telecommunications standards;

Standard languages for classes of acquired equipment;
Documentation procedures for different types of systems;
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Authority

— Enterprise data dictionary - with clear definitions for when

elements must be included.

Identification of file maintenance standards and procedures;
and

Examination procedure for systems developed as independent
islands to insure that they do not conflict with enterprise needs
and that any necessary interfaces are constructed.

Identifies and provides appropriate information technology staff
career paths throughout the organization. These include lateral
transfers within and between departments, upward movements
within IT and appropriate outward movement to other
functional units of the Ministry.

Hiring - The CIO will hire/terminate direct reports, as well as
approve staff reporting to the direct reports. Included in this
responsibility is the discipline, promotion, salary adjustments, etc.,
of staff including providing guidelines for all Information
Technology functions within the Ministry.

Budgetary - The CIO is responsible for oversight and review of
staffing, projects and performance of all computer and
communications functions of the organization.

Contract Review - All contracts for computer and communication
technology hardware, software and services will be subject to a
review by the CIO.
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CONTACTS

Internal Contacts - The most frequent internal contacts of the CIO are
with the Director Generals of the Ministry’s individual service delivery
departments, the Minister himself, the Ministry’s Chief Financial Officer,
and the Chief Security Officer. In addition, frequent contact is made with
Ministry administrative departments such as accounting, financial
planning and analysis, and Ministry Information Technology units.

External Contacts - The primary external contacts of the CIO are with
customers or recipients of Ministry services, vendors, industry
associations and other Ministry CIO peers. Contact with information
technology product and service companies is also made on a periodic
basis, in support of the role as CIO of the Ministry.

POSITION REQUIREMENTS

e This position requires a Master’s degree and often a graduate
degree in business and a minimum of ten years of experience. A
Doctoral degree is preferred.

e The position requires excellent verbal and written communication
skills, previous leadership, management and supervisory
experience; and excellent time management abilities.
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e The individual should demonstrate initiative, exercise good
judgment, strong accountability orientation, and have the ability to
achieve results through others.

e Significant executive experience and knowledge of the Ministry’s
business is required.

e Strong knowledge of contracting, negotiating, organization
development/change management, financing, accounting, actuarial
science, the political and legislative process, strategic planning,
action planning and supervision are required for successful
performance.

e Very strong conceptual, analytical, judgment and communication
abilities are critical.

SIGNIFICANT DEVIATIONS

The Minister shall identify in the strategic information resources
management plan any major information technology acquisition program
of a Ministry, or any phase or increment of such a program, that has
significantly deviated from the cost, performance, or schedule goals
established for the program.
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